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HealthIT.gov  

The Office of the National Coordinator for Health IT (ONC) and the 

Office for Civil Rights (OCR) are releasing the latest version of the 

Security Risk Assessment (SRA) Tool. The tool is available for free 

download at HealthIt.gov. 

 

The SRA Tool is a Windows application that guides you through a 

risk assessment covering the HIPAA Security Rule requirements and 

several of the NIST cybersecurity standards in these core areas:  

 SRA Basics         Policies & Procedures 

 

Security & Your Workforce          Security & Your Data 

 

Security & Your Practice          Security & Vendors 

 

Contingency Planning 
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The SRA Tool can help you implement a security 

management process and includes guidance for addressing 

security-related requirements under the HIPAA Security Rule. 

Conducting a risk analysis is one of the requirements that that can be 

challenging for practices. The SRA Tool provides instructions on how to 

implement the security management process standard and guides you 

through the entire risk analysis process with a customized workflow 

tailored for your practice.   

It is required as part of your risk analysis that you assess the potential 

risks and vulnerabilities to the confidentiality, integrity, and availability 

of all the electronic Protected Health Information (ePHI) that your 

organization creates, receives, maintains, or transmits — not just the 

ePHI maintained in your Certified EHR Technology (CEHRT). This 

includes ePHI in other electronic systems and all forms of electronic 

media, such as hard drives, compact discs (CDs), smart cards and other 

storage devices, transmission media, or portable electronic media. The 

SRA tool provides a simple user-friendly method for 

tracking all forms of your practice’s electronic media to 

ensure your ePHI is properly safeguarded. In addition, the 

tool provides clear feedback on where your practice can make 

improvements to better safeguard ePHI.   

The SRA Tool incorporates a Guided Risk Framework that walks you 

through the process of selecting vulnerabilities applicable to your 

practice. You then rate the likeliness and impact of the associated 

potential threats. This guided process builds a foundation for your 

practice to keep an ongoing risk assessment and allows you to 

periodically review your risk analysis to assess whether changes in your 

environment necessitate updates to your security measures.  

Documentation of a risk analysis and related policies, procedures, 

reports, and activities is also a requirement under the HIPAA Security 

Rule. This documentation shows how you performed the security risk 

assessment and implemented safeguards to address the risks identified 

in your analysis. The SRA Tool provides detailed reports and 

risk analysis documentation essential for your practice.  
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How will the SRA Tool help me? 

Tips for a Better 

Security Risk Analysis  

 Educate staff about the 

iterative and ongoing 

nature of the security risk 

analysis process.  

 Make security a high 

priority in your workplace 

culture.  

 Have an action plan that 

clearly assigns 

responsibilities for each 

risk analysis component.  

 Involve your EHR 

developer in the process.  

 Ensure that the risk 

analysis is specific to your 

situation.  

 Review your risk analysis 

periodically to assess 

whether changes in your 

environment necessitate 

updates to your security 

procedures.  

 

 


